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What is PC Maintenance?

PC Troubleshooting can be broken into
3 Primary Categories:

A Maintenance i keeping your system
running its best (our topic for today)

A Repair 1 fixing what is broken
A Security i keeping bad things from
happening; keeping bad people out.
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Prerequisites For This Course_.

A Basic PC Knowledge
A know how to navigate a Windows OS
A know how to navigate directories
A know how to navigate the Internet

The Library offers introductory level courses:

A Computer Basics

A Internet 101 & 201

A Film Management

A Office Suites (Word Processing, Spreadsheet, Presentations)
A 1-on-1 Computer Training

Sign-up at our Reference Desk



Covered Topics

A Part 17 Basic Preparation

A Part 2 i Basic Software Maintenance
(Backup, Temp Files, Fragmentation, Registry, Updates)

A Part 31 Basic PC Security
(the 3-pronged approach; Security vs. Usability)

A Part 4 1 Basic Performance Enhancement

(OS customization, hardware components, memory)

A Part 51 Basic Hardware Updates

(Finding what you need; where to get what you need)

A Conclusion: Pointers to More Info / Questions




1. Basic Preparation

Part 1 7 Things You Need Before Beginning
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1.1 Troubleshooting Methodology _.

A good PC technician will follow some sort of
formalized troubleshooting methodology

Example 1: Basic 3-Step Plan
A Step 1: Assemble the proper tools

A Step 2: Backup everything before making changes

A Step 3: Analyze, test, and document



1.1 (Cont 0) Ex amjpdtep Plan: B a

Step 1: Information Gathering

A Identify what you want to accomplish (Maintenance, Upgrade, Repair)
A Identify the component to work on.
A For repairs: Identify any symptoms, determine if anything has changed, and establish probable cause

Step 2: Create an action plan

A For maintenance and upgrades: tool gathering, backup, parts identification, and action
A Forrepairs: there i s #ayaqsitkdipd at the begging: 0

Step 3: Implement and Test the Solution

A Again, if you are performing a repair, try a quick fix and then try the most likely solutions first.
Step 4: Identify the results and effects of the solution

A Did the upgrade work? Did the maintenance work as expected? Did the repair fix the problem?

Step 5: Document the solution and process

Point of a Plan: 1) Do n 6anything, 2) §antrecover if you do, and 3) Can repeat the process
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1.2 Backup, Backup, Backup
A The most important PC component

So backup before BEFORE you begin.
Keep the data safe.
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1.3 Tools 0o Hardware/Software
A Tool Kits:

A computer tool kit; possiblenon-st andar d fAseecuri tyo bit

A USB devices:

USB-to-HD adapter; USB flash or hard drives; USB Floppy Drive

A Bootable repair CDs:

Operating Systems; Emergency Recovery Disks (ERDs); Universal Boot CDs

A Software Programs:

Burned to CD, Executable from a Flash Drive: ex. PortableApps.com)

A FRUSs (Field Replaceable Units):

KB, Mouse, Spare HD, Spare Memory




2. Basic Software Maintenance

Part 2 'ionteis:
Backup
2 Te m. Fi | eGrufta

2.3 Fragmentation

2.4 Windows Registry

2.5 System Updates




2.1 Backup 0 What to Backup _.

A Personal Files(MyDocument s,

A Registry
A System State

A Any special drivers or software
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2.1 Backup 0 Where to Backup _.

Backup anywhere EXCEPT for the
Primary Hard Drive:

A Second Hard Drive
A External Drive
(USB Drive, Flash Drive, NAS Device)
A DVD or CD Media
(Gold Archival for important files)
A Tape Drive
A Online Storage Service



2.1 Backup 0 Types of Backup

A Manual: external or On-line storage
(E-mail, Google Docs, Picasa, flickr, Box.net)

A Manual: Disk Imaging

(Symantec Ghost, Acronis True Image, Clonezilla)

A Automated Off-line

(Windows Integrated, CD Burning Software, Acronis Truelmage,
Symantec (Norton 360))

A Automated On-line

(Carbonite, IDrive, MozyHome,
SOS Online Backup, Norton OnLine Backup)

:
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2.1 Backup - DEMOS _.

Manual Backups

Default Personal Folder Locations:

Windows XP:
C:\Documents and Settings\<USERNAME>\My Documents

Windows Vista:
C:\Users\<USERNAME>\Documents

Windows Backup Utilties xpwista)

Programs A Accessories A System Tools A Backup
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22Temp Fi1 | es G@ruftdo

Common Temp File Locations

Windows XP:

C:\Documents and Settings\<USER NAME>\Local Settings\Temp

C:\Documents and Settings\<USER NAME>\Local Settings\Temporary Internet Files (Hidden, Protected)
C:\Documents and Settings\<sUSER NAME>\Local Settings\History (Hidden, Protected)

C:\Documents and Settings\<USER NAME>\Cookies

0
Windows Vista:
C:\Users\<USER NAME>\AppData\Local\Temp
C:\Users\<sUSER NAME>\AppData\Local\Microsoft\Windows\Temporary Internet Files\Low (Hidden, Protected)
C:\Users\<sUSER NAME>\AppData\Local\Microsoft\Windows\History\Low (Hidden, Protected)
C:\Users\<sUSER NAME>\AppData\Roaming\Microsoft\Windows\Cookies\Low (Hidden, Protected)

Older Temp Locations

A CA\TEMP
A C:\Windows\TEMP
A

Uninstaller References:
A C:\Windows\$NtUninstall<PatchName> (Hidden)

"
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2.2 Temp Fi ICmfs(')a_n.

Cleaning Temp Files

A Manually

A With Software
I Free Utilities: CCleaner, Glary Utilities, etc.

I Commercial: Norton (Utilities, 360, SystemWorks),
Avanguest Software (Fix-It Utilties, SystemSuite),
Webroot Windows Washer, etc.



2.2 Temp Files - DEMOS _.

Cleaning Temp Flles

A Part 17 Internet Browser Cleaning

(From your favorite browser: Tools A Options)

APart 21 Disk Cleanup ._
1
.

(Programs A Accessories A System Tools)

A Part 37 CCleaner



2.3 Fragmentation

Whatis Disk Fragmentation?

DEMO: White-board Session

Hard drives store files in pieces, sometimes called blocks or allocation units.

Fragmentation occurs when the operating system cannot or will not allocate
enough contiguous space to store a complete file as a unit, but instead puts
parts of it in gaps between other files (usually those gaps exist because they
formerly held a file that the operating system has subsequently deleted or
because the operating system allocated excess space for the file in the first

place). Larger files and greater numbers of files also contribute to

fragmentation and consequent performance l0Ss. (source: wikipedia)



2.3 (Cont &) Defr_a.

Defragmentation (and disk optimization) attempts to:

A Rearrange files so that all their parts, or blocks, are
contiguous (sequential)

A Rearrange programs, so that the most commonly
used programs are at the front of the drive and
launch quicker

Tools to Defrag:
A WindowsBuilt-i n ( iDi sk Defr ag me/
A 3 Party (Defraggler, Norton SpeedDisk, JkDefrag)



2.3 Fragmentation - Demos _.

DEMO

Windows Defrag program

Tip: Run a CHKDSK or SCANDISK before performing a Defrag

Accessing Disk Tools: /

A Right Click on the Drive (fro
select Properties, click on the Tools Tab.

A Defrag: Start A Programs A Accessories A System Tools A
Disk Defragmenter



2.4 Windows Registry

What is the Windows Registry?

A centralized database that stores all the settings for
Windows, including:

i Hardware Information and Settings
I Software Information and Settings

I User account settings,
I Security settings

The registry replaces the old flat or text files of yesteryear:
*INI, AUTOEXEC.BAT, CONFIG.SYS




2.4 Windows Registry - Hives

Registry settings are splitintos ect i ons c¢ al
Common Hives:

A HKEY_CLASSES ROOT i stores information about registered
applications, such as file associations

HKEY CURRENT_USER T setting of the currently logged in user
HKEY LOCAL_MACHINE T local computer settings

HKEY USERS i subkeys of HKEY CURRENT USER

o Io o I»

HKEY_ CURRENT_CONFIG T information gathered at runtime
(when you boot)



2.4 Reqgistry - Pros and Cons

Advantages:

Centralized. If there is a setting in windows, chances are it is
referenced in the registry.

Keeps configuration details largely transparent from users
Standardized method for how program storm data in the registry.
Easy to backup

Read in faster than a text file*

To Do Do o P>

Disadvantages:
Hard to backup individual application settings

|l f It gets too big, 1t wildl slow/
memory needs

Complex to navigate.
Hard to keep clean, easy to corrupt, hard to repair.

To o

To o



2.4 Registry 0 Corruption Causes _.

The most common reason for registry corruption:

Invalid references/entries in the registry.

Including, but not limited to:
A Added/removed programs (Uninstaller References)
A Temporary file references
A Deleted files
A Invalid file formats



2.4 Registry 0 Repair Methods

Manual:

A regedit.exe,
A *REG files (also called a AREG bo
A Command Line

Automatic:
A Registry Cleaners (CCleaner, Glary, Symantec/Norton 360, Fix-It, etc.)

Disadvantages of Registry Cleaners:
A They can remove things they are not supposed to

A There are a LOT of fake registry cleaners out there that simply deliver
Vviruses, mal wszaresvareos @ ywaroal,r Byst e



2.4 Windows Registry - Demos

DEMOS

RegEdit CCleaner

€ Piriform CCleaner

% Registry Editor =1k
File Edit ‘ew Favorites Help z CCleaner.com

ind

= » Computet
-] HKEY_CLASSES_ROOT
-] HKEY_CURRENT _LISER
-] HKEY_LOCAL_MACHINE
-] HKEY_LISERS
-1 HKEY_CURREMT_COMFIG

MNarne

Windows | Applications |

E Internet Explorer
Temporary Internet Files
Cookies
History
Recently Typed URLs
Index.dat Files
Last Download Location
Autocomplete Form Histary

1M Windows Explorer
Recent Documents
Run {in Start Menu)

Search Autocomplete
Other Explarer MRUs

£7 system
Empty Recyde Bin
Temparary Files b
Clipboard
Memary Dumps
Chkdsk File Fragments
Windows Lag Files
[ 5tart Menu Sharteuts
[ Desktap Sharteuts

@ Advanced

3

Options

[
|

Analyze ] [ Run Cleaner

&

My Compuker




2.5 System Software Updates .

Software Update Best Practices and Tips

A Windows Update / Microsoft Update i Just Use It.

A Keep Microsoft Automatic Updates turned on.
ACheck Monthly for Updatest i o

A Do not install drivers from Microsoft (unless you are
having issues with a specific piece of hardware)

A Let your security software check daily for updates

A For non-Microsoft products, check at least monthly

(or based on your system power)
>




2.5 System Updates

A Automatic Updates
A Optional 0

System Properties

| General || Computer Mame | Hardwaare || Advanced |

Autornatic Updates Remote

| System Restore

Help pre

“Windows can regularly check for impartant updates and install them for you.
[Turning on Automatic Updates may automatically update Windows Update
zoftware first, before any other updates. )

How does Automatic Ipdates work?

(*) Automatic [recommended)

Autornatically download recormmended updates for my computer
and inztall them:

|Ever5l day V| at |3:DD.-’-\M L

(") Download updates for me, but lat me choose when to install them.
(") Motify me but don't automatically download or install them.

() Tum off Automatic Updates.

Tour computer will be mare vulnerable unless vou install updates
regularly.

Install updates from the YWindows Update 'web site.

Offer updates again that e previousy hiddes

[ oK J [ Cancel Apply

- Demos

Wi ndow

. 2, Change settings (Not Responding)

v | s | | Search

@Uv|g « Change settings

File Edit View Tools Help

Choose how Windows can install updates

When your computer is online, Windows can automatically check for important updates and install
them using these settings. When new updates are available, you can also install them before
shutting down the computer.

Understanding Windows automatic updating

|\g) © Install updat

Install new updates:

ded)

PR
ally (rec

[Every day '] at [3:00 AM v

() Download updates but let me choose whether to install them
() Check for updates but let me choose whether to download and install them

|@| () Never check for updates (not recommended)

Your computer will be more vulnerable to security threats and performance problems
without the latest updates.

Recommended updates

Include recommended updates when downloading, installing, or notifying me about
updates

Note: Windows Update may update itself automatically before it checks for other updates. Read our
privacy statement online. -~

G




3. Basic PC Security ”

Part31i The-Pi®dngedo Approach

1. A Firewall (Hardware or Software) 1 Section 3.1
2. Anti-Virus Software i Section 3.2 I
3. Anti-Spyware Software1 Section 3.2

Additional Considerations:

Alnternet Browser Security T Section 3.3

A Security vs. Usability i Section 3.4




3.1 Firewalls

What does a firewall do?

Blocks unauthorized access to a system, while permitting authorized
communications. Two typical actions on data:

C Permit
C Deny

A Hardware firewall = (typically) mean better performance than software
A Software firewall = may be more configurable than hardware firewall.
A Software firewall is essential for a mobile computer. /

A Free Products: Windows Firewall (at the very least), ZoneAlarm Free
A Commercial Products: Anything bundled with an A/V suite
(Norton 360, McAfee I.S., ZoneAlarm I.S., etc.)



3.2 Anti  -Virus and Anti  -Spyware _.

What is the difference?

A Viruses can (typically) reproduce.
A Viruses are designed to cause problems,
and spread.

A Spyware/Adware (typically) cannot reproduce.
A Spyware/Adware programs are more for tracking.

Tips:
A Choose a reputable vendor.
A D o nb@lieve Internet ads and Pop-u p Sdar@wareo )



3.2 Anti  -Virus and Anti  -Spyware

List of Reputable Vendors (FREE FOR HOME USE):

Anti-Virus: Anti-Spyware:

Avast Home Edition AComodaoAnti-Malware
AVG AntVirus Free* A avasoftAdware
AdviraAntiVir Free Edition* AvialwareBTYES

BitDefenderFree Edition (ordemand)*  |AVicrosoft Windows Defendel
AClamWin(on-demand scanner; portable)ASpyBotSearch & Destroy
AComodoAntiVirus

AMicrosoft Security Essentials (BETA)
APanda) Cloud Antivirus

A C TooléntiVirusFree Edition

Commercial Options: CA AntiVirus, F-Prot, F-Secure, Kaspersky Anti-Virus,
McAfee VirusScan, NOD32 (by ESET), Panda Antivirus, Sophos Anti-Virus,
Symantec/Norton (Endpoint/AntiVirus/360), Trend Micro AntiVirus +
AntiSpyware, SunBelt VIPRE, Webroot AntiVirus with AntiSpyware

(Spy Sweeper), ZoneAlarm AntiVirus )/




3.2 Anti  -Virus and Anti  -Spyware

Exampl es of Fak eVirus/Epyvake Ggftwaged Ant i

* AntiVirus360 * Spydawn

* Antivirus 2008 * Spylocked

* Antivirus 2009 * Spysheriff

* AntiVirusGold * SpyShredder

* ContraVirus * Spyware Quake
* Errorsafe(AKA system doctor) * SpywareStrike

* MacSweeper * UltimateCleaner
* PAL Spyware Remover * WinAntiVirusPro 2006
* Pest Trap * WinFixer

* PSGuard * WorldAntiSpy

* Spy Wiper

Source (and larger list):
http://en.wikipedia.org/wiki/Rogue security software



http://en.wikipedia.org/wiki/Rogue_security_software
http://en.wikipedia.org/wiki/Rogue_security_software
http://en.wikipedia.org/wiki/Rogue_security_software

3.2 Anti  -Virus and Anti  -Spyware

Example of a Browser Hi-Jack

/= Internet Explorer cannot display the webpage. Needed Powerfull PC Protection - Windows Internet Explorer

@@: - |g, hitpef fbrowser-security, microsoft,com/blocked . phprr=17.4

k| st e @& e-

| @Internet Explorer cannot display the webpage, Neede. .. | |

@ Internet Explorer Warning - visiting this web site may harm your computer!

Most likely causes:
* The website contains exploits that can launch a malicious code on your computer
* Suspicious network activity detected
* There might be an active spyware running on your computer

What you can try:

* Purchase Spyware Protect 2009 for secure Internet surfing (Recommended).

®  Check your computer for viruses and malware.

@ More information




3.2 Anti  -Virus and Anti  -Spyware .
TANGENT: 3"-party Toolbars for Internet Browsers.

Does your browser look like this?

e =



